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PERFORMANCE  AUDITS 


Performance  audits  conducted  by  the  Office  of  the  Legislative  Auditor  are  designed  to  assess  state 
government  operations.  From  the  audit  work,  a  determination  is  made  as  to  whether  agencies  and 
programs  are  accomplishing  their  purposes,  and  whether  they  can  do  so  with  greater  efficiency 
and  economy.  In  performing  the  audit  work,  the  audit  staff  uses  audit  standards  set  forth  by  the 
United  States  General  Accounting  Office. 

Members  of  the  performance  audit  staff  hold  degrees  in  disciplines  appropriate  to  the  audit  proc- 
ess. Areas  of  expertise  include  business  and  public  administration,  statistics,  economics,  com- 
puter science,  and  engineering. 

Performance  audits  are  performed  at  the  request  of  the  Legislative  Audit  Committee  which  is  a 
bicameral  and  bipartisan  standing  committee  of  the  Montana  Legislature.  The  committee  con- 
sists of  four  members  of  the  Senate  and  four  members  of  the  House  of  Representatives. 
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The  Legislative  Audit  Committee 
of  the  Montana  State  Legislature: 

This  is  our  limited  scope  follow-up  of  a  1986  performance  audit  of  state 
agency  controls  over  the  use  of  the  state  telephone  system.  This  report  summarizes 
our  follow-up  of  past  audit  recommendations.  It  also  contains  conclusions  and 
recommendations  for  improving  controls  related  to  the  use  of  the  state  telephone 
system. 

We  wish  to  express  our  appreciation  to  the  staff  of  the  Department  of 
Administration  and  all  state  agencies  providing  information  or  visited  during  this 
audit. 
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CIIAPIIK  I 
INTRODUCTION 

A  limited  scope  follow-up  of  the  1986  performance  audit  of  controls  over  the 
use  of  the  state  telephone  system  was  requested  by  the  Legislative  Audit  Committee. 
This  report  summarizes  our  follow-up  of  past  performance  audit  recommendations 
and  our  review  of  current  state  policies,  procedures,  and  controls  regarding  use  of 
the  state  telephone  system. 

The  main  objectives  of  our  audit  work  were  to: 

1.  Determine  the  status  of  past  performance  audit  report 
recommendations. 

2.  Identify  state  agency  controls  currently  in  effect  regarding  the  use  of 
the  state  telephone  system. 

3.  Conduct  a  detailed  review  of  controls  for  a  sample  of  agencies  to 
determine  adequacy. 

4.  Test  the  adequacy  of  controls  by  reviewing  a  sample  of  long  distance 
calls  for  appropriateness  under  current  regulations  regarding  the  use 
of  state  telephones. 

5.  Conclude  on  the  adequacy  of  overall  agency  controls  currently  in 
effect  to  ensure  appropriate  use  of  the  state  telephone  network. 

6.  Conclude  if  controls  over  the  use  of  the  state  telephone  network  have 
improved  since  1986. 

SCOPE  OF  REVIEW 

The  audit  work  was  conducted  in  accordance  with  government  auditing 
standards  for  performance  audits.  We  documented  the  policies,  procedures,  and 
controls  over  telephone  use  at  all  51  state  agencies  currently  on  the  state  telephone 
network.  In  addition,  we  conducted  detailed  control  reviews  at  20  of  those  agencies. 
References  to  state  agencies  in  this  report  include  departments  and  other  agencies  in 
Helena,  agencies  located  outside  Helena,  units  of  the  Montana  University  System, 
vocational  technical  centers,  and  the  Supreme  Court.  Our  audit  work  excluded 
legislative  agencies. 

As  part  of  our  follow-up,  we  reviewed  past  audit  report  recommendations  and 
examined  the  status  of  those  recommendations.  We  interviewed  agency  personnel  and 
reviewed  control  related  information.  We  also  examined  Telecommunication  Bureau 
records  and  other  records  pertaining  to  telephone  use.  We  tested  adequacy  of  controls 
over  use  of  state  telephones  by  selecting  a  random  sample  of  long  distance  phone  calls 
and  gathering  information  concerning  nature  and  appropriateness  of  these  calls. 
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We  did  not  review  use  of  the  state  telephone  system  for  local  calls.  Local 
calling  is  not  charged  to  agencies  on  a  per  call  basis.  The  cost  of  local  calls  is 
included  in  the  monthly  service  rate  for  each  telephone.  Agency  controls  over  local 
calling  rely  to  a  large  extent  on  levels  of  supervision  over  employees  and  time 
management  practices. 

COMPLIANCE 

As  part  of  our  follow-up,  we  reviewed  compliance  with  laws,  administrative 
rules,  and  policies  relating  to  use  of  the  state  telephone  system.  Specific  instances  of 
noncompliance  with  laws,  rules,  or  policies  are  discussed  in  the  report  as  they  relate 
to  specific  audit  issues. 


CHAPTER  II 

BACKGROUND 

During  1986,  the  Office  of  the  Legislative  Auditor  conducted  a  performance 
audit  of  controls  over  use  of  the  state  telephone  system.  That  report  provided 
information  on  telecommunication  services,  statutes  and  administrative  rules 
applicable  to  the  use  of  these  services,  and  Telecommunications  Bureau  operations. 
This  chapter  updates  that  information. 

STATE  TELEPHONE  SYSTEM 

The  Telecommunications  Bureau  of  the  Department  of  Administration,  Infor- 
mation Services  Division,  provides  telecommunications  equipment  and  network 
services  to  most  state  agencies  in  Helena  and  to  agencies  at  various  locations  around 
the  state.  The  bureau  purchases  and/or  leases  the  majority  of  equipment  and  services 
from  a  variety  of  vendors.  Prior  to  December  1983  one  vendor  leased  telephone 
equipment  and  service  to  the  state. 

Management  Information 

The  state's  telephone  system  provides  management  information  which  helps 
control  state  telephone  system  use.  The  following  information  is  available  regarding 
long  distance  calls: 

(1)  Number  from  which  the  call  originated 

(2)  Number  and  location  where  call  terminated 

(3)  Date  and  time  call  placed 

(4)  Call  duration 

(5)  Call  cost 

The  system  also  provides  summary  information  regarding  local  calls  such  as  total  calls 
made,  total  duration,  and  average  call  length. 

The  Telecommunications  Bureau  implemented  a  new  telecommunications 
management  information  system  in  October  of  1988.  This  system  will  provide 
additional  features  such  as  expanded  management  information  and  reporting 
capabilities.  The  new  system  uses  the  department's  IBM  mainframe  computer  for 
preparing  management  information,  calculating  and  allocating  telephone  costs,  and 
preparing  telephone  bills. 


Billing  For  System  Costs 

To  recover  costs  of  providing  equipment  and  services,  the  Telecommuni- 
cations Bureau  charges  state  agencies  a  monthly  fee  for  equipment  and  charges  back 
the  cost  of  long  distance  calls.  Equipment  costs  are  allocated  on  a  per  telephone  basis. 
Charges  for  long  distance  usage  are  allocated  on  an  individual  call  basis,  using  a 
duration  and  distance  formula. 

Current  System  Long  Distance  Usage  Levels 

During  fiscal  year  1986-87  there  were  2,630,149  long  distance  calls  placed  on 
the  state  telephone  network  with  an  average  length  of  3.94  minutes  and  average  call 
cost  of  $1.02.  During  fiscal  year  1987-88  long  distance  calls  increased  to  2,745,397 
with  average  length  of  3.96  minutes  and  average  cost  of  $1.02.  Network  long  distance 
cost  for  the  past  two  fiscal  years  was  $2,687,133  and  $2,795,008  respectively. 
Overall,  long  distance  telephone  usage  has  increased  over  the  years.  The  following 
graph  illustrates  total  long  distance  telephone  use  for  the  past  four  fiscal  years. 
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NETWORK  LONG  DISTANCE  TELEPHONE  USE 

Fiscal  Years  1964-85  through  1987-88 


1984-8S  1985-86  1986-87 

Fiscal  Year 


Source:        Compiled    by    the    Office    of    the    Legislative    Auditor    from    Tele- 
communications Bureau  records 


Illustration  I 


The  following  graph  illustrates  monthly  volume  of  long  distance  state  telephone 
system  usage  for  fiscal  years  1984-85  through  1987-88. 
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Illustration  2 

These  figures  do  not  include  Discount  Toll  Routing  (DTR)  calls.  These  are  long 
distance  in-state  calls  which  are  not  made  entirely  on  the  state  telephone  network, 
and  are  therefore  billed  by  a  private  vendor.  For  example,  a  call  placed  by  the 
Medicaid  Services  Section  in  Helena  to  a  Medicaid  provider  located  in  Wolf  Point  is 
a  DTR  call.   There  are  approximately  21,000  DTR  calls  per  month. 


Current  System  Expenses 

The  Telecommunications  Bureau's  budget  is  $7,960,693  for  fiscal  year 
1988-89.  Of  this  amount,  $1,754,398  is  dedicated  to  pay  off  the  lease  participation 
certificate  (LPC)  for  the  change  to  state-owned  equipment  in  1983.  The  remaining 
$6,206,295  pays  for  communications  services  and  the  operations  of  the  Telecommuni- 


cations  Bureau.   Of  this  amount,  $5.6  million  is  to  pay  for  long  distance  calls,  local 
service,  and  network  equipment  for  state  agencies  on  the  network. 

Telecommunication  Bureau  expenditures  for  fiscal  years  1986-87  and  1987-88 
and  appropriations  for  fiscal  year  1988-89  are  as  follows. 

TELECOMMUNICATIONS    BUREAU   EXPENDITURES   AND  APPROPRIATIONS 

Fiscal  Years    1986-87    through   1988-89 

Unaudited 

Actual Appropriated 

Expenditure  Category    FY  1986-87    FY  1987-88    FY  1988-89 

Personal  Services  $   483,878  $   505,332  $   482,941 

Operating  Expenses  5,061,029  4,510,107  5,723,354 

Debt  Service  *  1,760,316  3,062,659  1,754,398 

Benefits  and  Claims  **   0  280.111     0 

Total  $7,305,223  $8,358,209  $7,960,693 

*  Debt  service  expenditures  increased  in  1987-88  due  to  LPC  agree- 
ment refinancing. 

**Loss  on  debt  agreement  for  LPC  refinancing. 

Source:     Compiled  by  the  Office  of  the  Legislative  Auditor  from 
Telecommunications  Bureau  records 

Illustration  3 

STATUTORY  AND  ADMINISTRATIVE  RULE  REQUIREMENTS 

Chapter  230,  Laws  of  1971,  made  the  Department  of  Administration  respon- 
sible for  providing  communication  services  and  exercising  general  supervision  over 
all  communication  systems  within  state  government.  Section  2-17-302,  MCA,  spe- 
cifically relates  to  state  communication  systems.  It  gives  the  Department  of 
Administration  general  authority  over  the  state  telephone  system  and  its  use.  This 
section  was  amended  in  1987  to  specify  that  the  Department  of  Administration, 
Supreme  Court,  and  Legislature  must  adopt  adequate  rules  regarding  use  of  tele- 
communication facilities.  The  three  branches  have  adopted  rules  as  required.  Title  2, 
chapter  13,  subchapter  1,  of  the  Administrative  Rules  of  Montana  contain  the  rules 
relating  to  the  use  of  state  telephones  by  executive  branch  agencies. 

In  October  1988,  the  Department  of  Administration  updated  Chapter  1-1 100 
of  the  Montana  Operations  Manual  (MOMs)  to  reflect  the  1987  changes  made  to  the 
statutes  and  administrative  rules.     Department  officials  indicated  the   1989  State 


Telephone  Directory  will  also  provide  information  regarding  the  current  rules  over 
use  of  the  state's  telecommunications  systems. 

There  are  no  penalties  or  sanctions  specific  to  misuse  of  stale  telephones. 
However,  a  person  using  state  telephones  for  personal  business,  other  than  as 
authorized  in  regulations,  could  be  found  guilty  of  a  theft  of  services  under  section 
45-6-305,  MCA.  A  person  found  guilty  of  theft  of  communication  services  with 
intent  to  defraud  can  be  fined  up  to  $500  or  imprisoned  in  the  county  jail  for  a  term 
not  to  exceed  six  months,  or  both.  In  addition  to  the  criminal  penalties  for  misuse 
of  state  telephones,  a  person  may  be  civilly  liable  for  the  expenses  incurred  by  the 
state  as  a  result  of  such  misuse. 


CHAPTER  III 
PRIOR  AUDIT  RECOMMENDATION  STATUS 

The  Department  of  Administration  established  policies  and  procedures 
regarding  personal  use  of  the  state  telephone  system  as  recommended  in  our  previous 
audit.  However,  we  found  improper  personal  use  of  state  telecommunication  systems 
still  occurs.  A  general  lack  of  awareness  and  misinterpretation  of  administrative 
rules  regarding  use  of  the  state's  telecommunication  systems  contributed  to  the 
misuse.  In  addition,  the  state's  policy  regarding  personal  use  of  state  telephone  credit 
cards  is  not  clear. 

The  department  has  continued  to  keep  state  agencies  informed  of  telephone 
system  controls  and  capabilities.  We  found  improved  agency  awareness  of  system 
features  such  as  telephone  service  levels  and  access  codes. 

We  also  examined  agency  controls  and  review  procedures  to  determine  if 
agency  controls  over  use  of  the  state  telephone  system  had  improved  since  the  initial 
telephone  audit.  Our  review  found  weaknesses  at  a  majority  of  agencies  and  misuse 
of  the  state's  telecommunication  systems  occurring  in  varying  degrees.  Agency 
review  procedures  do  not  adequately  identify  system  misuse  and  errors. 

This  chapter  provides  information  on  prior  audit  recommendations  and 
examines  the  status  of  those  recommendations.  The  chapter  also  includes  current 
audit  concerns  and  recommendations. 

OVERVIEW  OF  PRIOR  AUDIT 

The  1986  performance  audit  identified  and  evaluated  controls  that  were  in 
place  to  restrict  use  of  the  state  telephone  system  to  authorized  calls  only.  State  laws 
and  regulations  prohibited  using  state  telephones  for  non-governmental  purposes. 
However,  the  state  had  not  developed  specific  criteria  and  policies  governing  use  of 
state  telephones.  In  addition,  individual  agencies  were  not  adequately  monitoring  use 
of  state  telephones. 

POLICIES  AND  PROCEDURES  OVER  PERSONAL  TELEPHONE  USE 

Prior  audit  work  revealed  varying  policies  and  procedures  among  state 
agencies  regarding  use  of  the  state  telephone  system.  Agencies  had  differing 
interpretations  of  the  statutes,  rules,  and  state  policies.  As  a  result,  allowable  use  of 
the  telephone  system  varied  among  state  agencies.  Some  agencies  allowed  no  personal 
calls.   Others  allowed  personal  use  with  reimbursement. 


We  found  there  was  a  need  for  a  consistent  and  usable  definition  of 
authorized  use  of  the  state  telephone  system. 

Prior  Recommendation:  We  recommended  the  Department  of  Administration 
establish  and  clarify,  as  necessary,  policies  and  procedures  that  addressed  the 
use  of  the  state  telephone  system  for  personal  long  distance  telephone  calls. 

Initial  Department  Response:  The  department  concurred  with  the 
recommendation  and  stated  specific  policies  and  procedures  would  be 
established  in  the  Administrative  Rules  of  Montana.  In  addition,  appropriate 
changes  to  the  Montana  Operations  Manual  would  be  made  after  new  rules 
were  established. 

Department  Implementation:  Subsequent  to  the  statutory  mandate,  the 
department  adopted  rules  to  address  personal  use  of  the  state's 
telecommunication  systems.  Section  2.13.102,  ARM,  allows  essential  personal 
use  of  the  state  system.  The  rules  provide  guidance  regarding  essential 
personal  use  and  outline  allowable  methods  for  making  personal  long  distance 
telephone  calls.  The  department  adopted  the  new  rules  in  November  of  1987. 
The  Montana  Operations  Manual  was  updated  in  October  of  1988  to  reflect 
changes  made  to  the  ARMs. 

Current  Audit  Work 

During  the  follow-up  audit,  we  found  a  majority  of  agencies  are  not  adhering 
to  the  new  administrative  rules  regarding  personal  use  of  the  state  telephone  system. 
Section  2.13.102,  ARM,  allows  essential  personal  local  or  long  distance  calls  with 
certain  restrictions.  The  rules  state  essential  personal  calls  are  to  be  kept  to  a 
minimum.  Essential  personal  long  distance  calls  must  be  either  collect,  charged  to  a 
third-party  non-state  number,  or  charged  to  a  personal  credit  card.  The  rules  define 
essential  personal  calls  as  calls  to  latch-key  children,  teachers,  doctors,  day  care 
providers,  family  members  to  inform  them  of  unexpected  schedule  changes,  and  other 
essential  personal  business. 

Sixty-one  percent  (31  of  51)  of  state  agencies  have  staff  making  personal  long 
distance  calls  on  the  state  telephone  system  by  charging  the  call  to  the  agency  and 
later  reimbursing  for  the  call.  The  extent  to  which  this  occurs  varies  among  the 
agencies.  Five  of  these  agencies  had  specific  department  policies  that  prohibit 
charging  personal  calls  to  the  agency  and  reimbursing  the  cost.   By  charging  personal 


long  distance  calls  to  the  state  telephone  system  and  reimbursing  later,  the  employees 
are  receiving  a  20  to  30  percent  discount  on  the  cost  of  their  personal  calls.  The  time 
administrative  staff  spend  processing  reimbursement  for  these  personal  calls  is  an 
additional  expense  to  the  state. 

During  our  control  reviews  conducted  at  20  agencies,  we  found  that  seven 
agencies  were  not  aware  of  the  new  administrative  rules  regarding  use  of  the  state's 
telecommunication  systems.  Other  agencies  misinterpreted  the  administrative  rules 
regarding  use  of  the  state's  telecommunications  systems.  Many  agencies  interpreted 
the  rules  as  allowing  essential  personal  long  distance  calls  to  be  made  on  the  state 
network  and  charged  to  the  agency  with  staff  reimbursing  the  state  for  the  costs  of 
these  calls. 

Conclusion 

The  Department  of  Administration  modified  rules  to  address  personal  use  of 
the  state  telecommunication  system.  However,  improper  personal  use  of  state 
telephones  is  occurring  at  a  majority  of  all  state  agencies.  Agencies  are  not  following 
current  administrative  rules  regarding  personal  use  of  state  telephones.  Personal  use 
of  state  telephones  continues  to  be  a  problem. 

The  issuance  of  the  updated  MOMs  in  October  of  1988  may  alleviate  the 
misinterpretation  problem,  and  agency  controls,  such  as  review  of  telephone  call 
listings,  could  deter  misuse  of  state  telephones.  Agency  review  procedures  are 
discussed  on  page  1 3.  We  notified  the  3 1  agencies  of  our  concerns  regarding  personal 
use  of  state  telephones  through  memorandums. 

STATE  CREDIT  CARD  USE 

Prior  audit  work  revealed  employee  use  of  state  telephone  credit  cards  varied 
among  agencies.  Agencies  had  differing  policies  and  procedures  regarding  telephone 
credit  card  use.  We  also  found  personal  use  of  credit  cards.  As  a  result,  there  was 
a  need  for  policies  regarding  use  of  state  telephone  credit  cards. 

Prior  Recommendation:  We  recommended  the  Department  of  Administration 
establish  policies  and  procedures  regarding  employee  use  of  state  agency 
telephone  credit  cards. 

Initial  Department  Response:  Thedepartmentconcurredwiththe  recommen- 
dation and  stated  policies  and  procedures  would  be  adopted  through  the  same 
process  as  defined  in  its  response  to  our  preceding  recommendation. 
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Department  Implementation:  Section  2.13.102,  ARM,  contains  guidelines 
regarding  use  of  the  state  telephone  facilities  and  equipment.  The  rules 
specify,  "The  state's  telecommunications  systems  are  provided  for  the  conduct 
of  state  business."  However,  essentia!  personal  calls  may  be  made  using  the 
state  system.  Essential  personal  long  distance  calls  must  be  either  collect, 
charged  to  a  third-party  non-state  number,  or  charged  to  a  personal  credit 
card.  The  rules  continue  by  defining  state  telecommunication  systems  as 
equipment,  services,  or  facilities  including  telephone  credit  cards  in  section 
2.13.104,  ARM. 

Current  Audit  Work 

Personal  use  of  state  telephone  credit  cards  with  agency  authorization  is 
currently  occurring  at  25  percent  (13  of  51)  of  agencies  reviewed.  The  extent  of 
personal  use  varies  among  the  agencies.  Some  agencies  allow  employees  to  make 
essential  personal  calls  using  telephone  credit  cards  with  reimbursement  for  costs. 
Other  agencies  allow  employees  on  travel  status  to  contact  their  families  using 
telephone  credit  cards  without  reimbursement.  We  were  not  able  to  determine 
quantity  and  dollar  estimates  of  costs  related  to  personal  use  of  telephone  credit  cards. 

Conclusion 

The  Department  of  Administration  established  policies  in  the  administrative 
rules  regarding  uzc  of  state  telephone  credit  cards.  Although  not  specifically  stated, 
the  rules  imply  personal  use  of  state  telephone  credit  cards  is  not  allowed.  The  rules 
should  clearly  state  the  policy  regarding  personal  use  of  state  telephone  credit  cards. 
In  addition,  the  MOMs  could  provide  specific  guidance  regarding  use  of  telephone 
credit  cards.  Clarification  of  policies  regarding  state  telephone  credit  card  use  is 
needed. 

RECOMMENDATION  #1 

We  recommend  the  Department  of  Administration  clarify  current  policies  and 

procedures  regarding  use  of  state  agency  telephone  credit  cards. 

SYSTEM  USER  INFORMATION 

Prior  audit  work  noted  ineffective  utilization  of  telephone  system  controls 
such  as  telephone  service  levels  and  authorization  codes  by  state  agencies.     In 
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addition,  agency  personnel  were  not  fully  aware  of  available  telephone  system 
controls. 

Prior  Recommendation:  We  recommended  the  Departmentof  Administration 
continue  to  keep  state  agencies  informed  as  to  the  capabilities  of  the  state 
telephone  system,  and  actively  assist  all  state  agencies  in  establishing 
appropriate  service  levels  for  telephones. 

Initial  Department  Response:  Thedepartmentconcurred  with  the  recommen- 
dation and  indicated  the  following  steps  would  be  taken: 

A.  Meet  with  management  of  each  agency  to  review  capabilities  of  their 
telephone  systems  by  March  1987. 

B.  Annually  meet  with  management  of  each  agency  to  review  telephone 
system  capabilities. 

C.  Offer  monthly  training  classes  for  agency  personal  regarding  use  of 
state  telephones. 

D.  Conduct  and  implement  results  of  telephone  user  survey  by  April 
1987. 

Department  Implementation:  The  department  met  with  management  of  each 
agency  and  reviewed  system  capabilities.  The  department  assisted  agencies 
in  utilizing  system  features  and  capabilities.  Department  officials  also 
indicated  that,  based  on  results  of  initial  meetings  with  agencies,  they 
determined  annual  meetings  would  not  be  beneficial.  Instead,  the  department 
believes  ad  hoc  reviews  with  agencies  will  be  more  effective. 

The  user  survey  conducted  in  1987  indicated  overall  user  satisfaction  with  the 
state  telephone  system.  System  users  expressed  a  desire  for  training  regarding 
system  features  and  capabilities.  As  a  result,  the  department  conducted  a 
large  scale  user  training  seminar  in  1987.  In  addition  to  the  seminar,  the 
department  offers  both  regularly  scheduled  training  classes  and  agency 
requested  classes  regarding  use  of  the  state  telephone  system. 

Current  Audit  Work 

As  part  of  current  control  reviews,  we  discussed  telephone  system  features 
with  agency  management  and  personnel.  Agencies  had  a  general  understanding  of 
system  features  and  capabilities  such  as  telephone  service  levels  and  on-network 
dialing  procedures.   However,  40  percent  of  agencies  reviewed  expressed  a  need  for 
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a  current  informational  pamphlet  that  would  provide  a  quick  overview  of  system 
features  and  capabilities.  They  indicated  this  would  be  a  useful  reference  for 
personnel  and  would  aid  with  employee  orientation. 

Conclusion 

The  department  has  continued  to  keep  state  agencies  informed  of  state 
telephone  system  capabilities.  Agency  awareness  of  system  capabilities  and  features 
has  improved. 

AGENCY  REVIEW  PROCEDURES 

The  prior  performance  audit  disclosed  the  level  of  controls  used  by  agencies 
to  monitor  telephone  usage  were  inconsistent.  Agency  control  review  procedures  did 
not  readily  identify  all  personal  calls.  Procedures  were  not  sufficient  to  determine 
nature  and  appropriateness  of  telephone  calls.  We  also  found  agencies  were  not 
effectively  utilizing  available  system  controls  and  were  in  many  instances  unaware 
of  these  controls.  As  a  control  against  misuse  of  state  telephones,  the  following 
recommendation  was  made. 

Prior  Recommendation:  We  recommended  legislation  be  enacted  designating 
a  state  agency  which  may  periodically  review  use  of  state  telephones. 

Legislative  Implementation:  Legislation  was  passed  by  the  1987  Legislature 
that  amended  section  2-17-302,  MCA,  and  required  the  Department  of 
Administration  to  pay  for  and  allocate  the  cost  of  any  performance  audit  of 
the  state  communications  system. 

Current  Audit  Work 

During  the  latest  audit  follow-up  we  reviewed  adequacy  of  current  agency 
controls  regarding  use  of  the  state  telephone  system.  All  agencies  examined  have  a 
process  to  review  telephone  call  listings  for  appropriateness.  The  extent  of  this 
review  varies.  In  some  agencies  management,  supervisors,  and  staff  review  call 
records.   At  other  agencies,  one  staff  member  reviews  all  call  records. 

During  this  follow-up  we  also  tested  for  personal  long  distance  telephone  calls 
on  the  state  telephone  system.  We  reviewed  a  sample  of  240  long  distance  telephone 
calls  from  April  through  June  of  1988  to  determine  compliance  with  current  tele- 
phone usage  requirements.    We  found  about  5  percent  of  the  sampled  calls  were 
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personal  calls  for  which  the  state  received  no  reimbursement.  For  the  three  month 
period  reviewed,  we  estimate  that  at  least  5,000  personal  long  distance  calls  were 
made  on  the  state  telephone  network.  Although  the  average  cost  of  a  long  distance 
call  is  $1.02,  costs  of  our  identified  personal  calls  were  three  times  higher.  This  was 
due  to  longer  call  duration  and  increased  costs  associated  with  out-of-state  calls. 
Estimated  cost  of  these  personal  long  distance  calls  to  the  state  agencies  is  at  least 
$16,800  for  the  three-month  period  reviewed. 

Since  the  non-reimbursed  calls  represent  a  possible  theft  of  state  services,  the 
identified  agencies  and  the  Attorney  General  were  notified  of  our  findings.  The 
notified  agencies  have  sought  reimbursement  for  these  personal  calls. 

Conclusion 

The  Department  of  Administration  modified  administrative  rules  to  address 
personal  use  of  state  telephones.  Agencies  are  responsible  for  enforcing  the  rules. 
However,  agencies  are  not  adequately  enforcing  the  current  administrative  rules. 
Results  of  our  review  indicate  31  agencies  have  inadequate  controls  over  use  of  the 
state  telecommunication  system.  Personal  long  distance  calls  are  being  placed  on  the 
state  network  and  personal  use  of  state  telephone  credit  cards  exists.  In  addition, 
testing  of  agency  controls  further  revealed  calls  which  agencies  could  not  account  for, 
and  billing  errors  and  personal  long  distance  calls  that  agencies  had  not  identified 
during  review  of  call  listings. 

Improper  use  of  the  telephone  system  could  be  identified  through  a  more 
thorough  review  of  telephone  call  listings  provided  to  agencies  with  monthly  tele- 
phone bills.  In  addition,  the  Department  of  Administration  can  provide  supple- 
mentary management  reports  which  further  assist  agencies  with  review  of  telephone 
calls.  Upon  request,  exception  listings  of  high  call  cost,  high  call  duration,  and 
repetitive  calls  are  available. 

In  response  to  concerns  identified  regarding  agency  controls  over  use  of  the 
state  telephone  system,  we  issued  memorandums  to  the  31  agencies  identified  as 
having  inadequate  controls.  The  memorandums  notified  the  agencies  of  concerns  and 
contained  reference  to  administrative  rule  requirements  regarding  use  of  state 
telecommunication  systems. 

Controls  over  use  of  state  telephones  have  not  significantly  improved  since 
the  last  audit.  Improper  personal  use  of  telephones  is  still  occurring.  Therefore,  we 
will  continue  to  monitor  the  31  agencies  identified  as  having  inadequate  controls. 
The  follow-up  will  be  conducted  as  part  of  routine  financial-compliance  audits  of 
individual  agencies. 
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NON-PROFIT  ORGANIZATION  ACCESS  TO  STATE  TELEPHONE  SYSTEM 

During  the  follow-up  we  found  an  additional  concern  relating  to  access  to  the 
state  telephone  system.  The  administrative  rules  contain  requirements  regarding 
access  to  the  state's  telecommunication  systems  by  non-profit  organizations.  Section 
2.13.106,  ARM,  states,  ".  .  .non-profit  organizations  must  meet  one  of  the  following 
three  criteria: 

(1)  there  is  a  close  connection  between  the  organization  and  the  state; 

(2)  the  state  is  significantly  involved  in  the  activities  of  the  organization; 
or, 

(3)  the  organization  performs  a  public  function  traditionally  performed 
by  the  state." 

In  addition,  non-profit  organizations  must  make  written  requests  to  the 
Department  of  Administration  for  access  to  its  systems.  The  rules  state,  ".  .  .the 
department  will  approve  or  disapprove  requests  for  access."  Non-profit  organizations 
are  then  billed  for  use  of  the  state's  telecommunication  systems. 

The  bureau,  as  a  part  of  the  Department  of  Administration,  has  not  reviewed 
requests  for  access  to  the  state  telephone  system  for  all  non-profit  organizations. 
Access  requests  by  non-profit  organizations  associated  with  the  university  system 
have  been  reviewed  by  university  officials  rather  than  department  officials. 

We  were  able  to  determine  there  are  currently  ten  non-profit  organizations 
on  the  state  telephone  system  at  the  University  of  Montana  and  five  at  Montana  State 
University. 

University  of  Montana  Montana  State  University 

Ammons  Publishing  Bobcat  Booster  Club 

Grizzly  Athletic  Association  Forty-ninth  Parallel  Institute 

Intrafraternity  Council  KUSM  Public  TV 

Mansfield  Foundation  MSU  Foundation 

Missoula  Federal  Credit  Union  Rural  Sociological  Society 

Missoula  School  Lunch  Program 
Montana  Committee  for  the  Humanities 
Montana  Public  Interest  Research  Group 
UofM  Foundation 
University  Teachers  Union 

It  appears  some  of  these  organizations  may  not  meet  criteria  contained  in  the 
administrative  rules.  Benefits  derived  by  using  the  state  telephone  system  include 
reduced  long  distance  services  rates  of  20  to  30  percent  over  services  provided  by 
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public  utilities.  Administrative  costs  related  to  billing  for  telephone  services  are  an 
additional  cost  to  the  state. 

The  bureau  has  allowed  universities  to  make  the  determination  of  granting 
non-profit  organizations  access  to  the  state  telephone  system.  Department  officials 
indicate  university  administration  has  adequate  knowledge  of  organization  activities 
and  therefore,  can  make  the  determination.  However,  administrative  rules  state  the 
department  in  consultation  with  the  appropriate  agency  will  approve  or  disapprove 
the  request. 

In  addition,  we  noted  the  Montana  Operations  Manual,  section  1-1108.00, 
contains  limited  guidance  regarding  non-profit  organization  use  of  the  state 
telecommunication  system.  Additional  information  may  be  beneficial  for  those 
persons  not  having  access  to  administrative  rules. 

The  Department  of  Administration  should  review  and  approve  all  non-profit 
organization  requests  for  access  to  the  state  telephone  system  including  all  university 
affiliated  non-profit  organizations  currently  using  the  state  telephone  system  to 
ensure  they  meet  the  criteria  for  access  as  contained  in  the  administrative  rules. 

RECOMMENDATION  #2 

We  recommend  the  Department  of  Administration: 

A.  Specifically  approve  access  by  eligible  non-profit  organizations  to  the 
state  telephone  system. 

B.  Include  specific  guidelines  regarding  non-profit  organization  access 
to  the  state  telecommunication  system  in  the  Montana  Operations 
Manual. 
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AGENCY  RESPONSE 


DEPARTMENT  OF  ADMINISTRATION         :  -^'  0     198  J 

MITCHELL  BUILDING 


DIRECTORS  OFFICE 

STAN  STEPHENS.  GOVEHNOH 


STATE  OF  MONTANA' 


(406)  4-)-4  2032 


HELENA.  MONTANA  S9620 


February  6,  1989 


Jim  Pellegrini 

Deputy  Legislative  Auditor 

Office  of  the  Legislative  Auditor 

State  Capitol 

Helena,  MT   59620 

Dear  Jim: 

We  have  reviewed  your  report  on  Controls  Over  Use  Of  State 
Telephones.  Our  responses  to  your  recommendations  are  as 
follows: 

RECOMMENDATION  #1 

We  recommend  the  Department  of  Administration  clarify 
current  policies  and  procedures  regarding  use  of  state 
agency  telephone  credit  cards. 

AGENCY  RESPONSE 

We  concur.  We  will  reiterate  our  policy  on  state  telephone 
credit  card  use  in  the  next  update  of  the  Montana  Operations 
Manual. 

RECOMMENDATION  #2 

We  recommend  the  Department  of  Administration: 

A.  Specifically  approve  access  by  eligible  non-profit 
organizations  to  the  state  telephone  system. 

B.  Include  specific  guidelines  regarding  non-profit 
organization  access  to  the  state  telecommunications 
system  in  the  Montana  Operations  Manual. 

AGENCY  RESPONSE 

A.  We  concur.  Working  through  the  Commissioner  of  Higher 
Education,  we  will  reguest  specific  documentation  on 
all  non-profit  organizations  located  at  each  university 
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Jim  Pellegrini 
February  6,  1989 
Page  2 

unit  to  ensure  they  meet  the  criteria  for  access  as 
contained  in  the  administrative  rules.  We  will  also 
notify  all  state  agencies  specifically  of  the 
requirements  of  the  administrative  rules  and  request 
documentation  from  any  non-profit  organization  located 
on  state  property  to  ensure  they  meet  the  criteria  for 
access . 

B.    We   concur.     We   will   include  specific   guidelines 

regarding  non-profit  organization  access  to  the  state 

telecommunications  system  in  the  next  update  of  the 
Montana  Operations  Manual. 

Sincerely, 


^. 


'/kK 


Dave  Ashley 
Acting  Director 


cc:      Mike  Trevor 
Tony  Herbert 
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